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Clinical SystemsClinical Systems

have to comply with

GCP
requirements

Computerized System
Rules1

1 for CS used in 
a regulated environment



Computerized System RulesComputerized System Rules

FDA - 21 CFR Part 11: Electronic Records; Electronic Signatures. August  
1997

FDA – 21 CFR Part 21: Protection of Privacy

The Rules governing Medicinal Products in the EU, Volume IV, 1998,
Annex 11: Computerised Systems 

Directive 1999/93/EC: Community framework for electronic signature 

Directive 95/46/EC: Data Protection 

Directive 2002/58 of the European Parliament and of the council of 12 
July 2002, concerning the processing of personal data and the protection 
of privacy in the electronic communications sector (Directive on privacy 
and electronic communications)

DPR n. 318, Regolamento recante norme per l’individuazione delle misure 
minime di sicurezza per  il trattamento dei dati personali, a norma dell’articolo 
15, comma 2 della legge 31 dicembre 1996, 28 luglio 1999

DL 30/06/2003, n° 196 codice in materia di Protezione di dati personali



US FDA - Guide to Inspection of Computerized Systems in Drug 
Processing – 1983

US FDA - General Principles of Software Validation; Final Guidance for 
Industry and FDA Staff, January 2002

US FDA - Guidance for Industry: 21 CFR Part 11: Electronic Records 
and Electronic Signatures: Scope and Application, Final August 2003

US FDA - Guidance for Industry: Computerized Systems used in clinical 
trials (final version April 1999)

US FDA - Guidance for Industry: Computerized Systems used in 
clinical trials (revision 1 draft September 2004)

By Regulatory Authorities

Computerized System GuidelinesComputerized System Guidelines



ACDM/PSI: Computer Systems Validation in Clinical Research - A 
practical guide” ACDM/PSI, 1998

GAMP Forum, Good Automated Manufacturing Practice - Supplier 
Guide for Validation of Automated Systems in Pharmaceutical 
Manufacture, v. 4.0 December 2001.

PIC/S Good Practices for computerised systems in regulated “GxP” 
environment, Pharmaceutical Inspection Co-operation Scheme final 
guidance, rev.2 - July 2004

By Organizations

Computerized System GuidelinesComputerized System Guidelines



The fundamental guidancesThe fundamental guidances

Code of 
Federal Regulations

21 CFR Part 11;
Electronic Records;
Electronic Signature 

August, 1997



“Although much of the software validation may be 
accomplished by outside firms … software vendors, 
the ultimate responsibility for program suitability 
rests with the pharmaceutical manufacturer. 
Records of software validation should be maintained 
by the drug establishment.”
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PIC/S Guidance:  Good Practices for Computerized Systems in Regulated GxP Environment
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Quality and IntegrityQuality and Integrity

attributable, 
legible, 
contemporaneous (timeliness), 
original
accurate

DATA SHOULD BE

regardless the format
Paper format = electronic format

Sec. II: Background



Regulatory Implication on Electronic DataRegulatory Implication on Electronic Data

Traceability

Security Integrity
• Limit access
• Prevent Data

Modification

• Change Control
• Link Raw Data

and Result

• Who did what, when and why?
• Previous entries must not 

be obscured

Trustworthiness of electronic records is ensured by appropriate measures
for data security, data integrity and traceability
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4.9.3;
5.5.3.c

11.10.(e)Audit Trail

§ 2.11; 

5.5.3.d
11.10.(d)Limiting Access

2.10;

4.9.1;

5.5.3.f

11.10.(c)Data Protection

4.9.711.10.(b)
Accurate and Complete Copies 
of Record

5.5.3.a11.10.(a)Validation of Computer system

ICH E6Part 11Requirement

Part 11 vs ICH E6 Requirements 1/2Part 11 vs ICH E6 Requirements 1/2



5.5.3.b11.10.(k)System Documentation

2.811.10.(i)Training

--11.10.(h)Device Check

2.11;

4.1.5;

4.9.3

5.5.3.e

11.10.(g)Authority Check

2.6

4.9.1
11.10.(f)Operational System check

ICH E6Part 11Requirement

Part 11 vs ICH E6 Requirements 1/2Part 11 vs ICH E6 Requirements 1/2
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How to Audit a Computer System?How to Audit a Computer System?
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Audit toolsAudit tools

•Personnel Interviews

•Documents Assessment
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Some useful Checks Some useful Checks 

• Cross-check between the user listed in the system 
and the User’s List (generally attached to the 
Access Control SOP)

• Cross-check between the software version 
installed and used and the software version 
recorded in the relevant IQ document

• Check the last back up registration
• Check whether the “proposed actions” generally 

include in the Validation Report have been 
implemented
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The Audit  will focus primarily on  the activities carried 
out in relation to the conduct of clinical trials, with 
particular emphasis on the following:
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• Computer System
• Handling of Investigational Products
• Monitoring activities
• Quality Assurance activities
• Handling of Adverse Events
• Archive Facilities
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Electronic Data Management Electronic Data Management 
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Change Control (Bug Tracking, System Problem Reporting, …)
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Security (Back Ups, Disaster Recovery. Contingency Plan)
Training
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Thanks for your attention

Should you have any question, 
feel free to contact me


